
The ‘top 100’ companies 
in food and agriculture use 

FOSS solutions

80% of the world’s milk is 
tested by a FOSS solution 

More than 40,000 
customers world-wide

80% of grain traded on the 
world market is analysed 

with a FOSS solution
More than 30,000 laboratories 

use a FOSS solution for 
chemical analysis work



Kristian Kreiner

Information Security & 
Compliance specialist

Member of DS/S-441 

Background in IT, Risk 
& Compliance
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Improved predictability and control 
of manufacturing processes

Safe products and compliance 
with regulatory requirements

Payment, segregation and quality 
control of raw material

On-farm Receiving points At-line/In-line production Quality Control Laboratories Finished products

DATA INTELLIGENCE

DATA GENERATION
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> 10 Process solutions

Digital Services 

> 50 Benchtop/laboratory solutions
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We need security ☺Hackers are very smart !

&



Information Security Area
Application & Interface Security
Audit Assurance & Compliance
Business Continuity Management & Operational Resilience 
Change Control & Configuration Management
Data Security & Information Lifecycle Management
Datacenter Security
Encryption & Key Management
Governance and Risk Management
Human Resources
Identity & Access Management
Infrastructure & Virtualization Security
Interoperability & Portability
Mobile Security
Security Incident Management, E-Discovery, & Cloud 
Forensics
Supply Chain Management, Transparency, and Accountability
Threat and Vulnerability Management

Customer List:
• Abbot
• Cargill
• Fonterra
• Danone
• Tyson Foods
• EBOS
• Schreiber
• …….

Evaluation
• Risk based approach
• Control mapping
• Customer recognition
• Customer demand
• GDPR
• ISO 9001
• Digital business



Prove our information security commitment to FOSS current and future clients and 
partners

Reduced compliance burden for our organization

Reduce cost by lowering number & impact of risks and incidents

Increase security of important company assets

Helps to optimize organisational processes



Description of Risk / Issue Effect Likelihood Impact Action taken to handle/mitigate risk

ISMS scope too big / 
implementation timeframe 
too short

ISMS not ready for certification 
on agreed date HIGH HIGH

• 1st stage audit + internal audit to assess ISMS readiness before the final 
certification audit

• Limiting the scope

Large number of projects / 
enhancements necessary to 
obtain certification

High amount of work and 
resources needed, harder to 
achieve certification

HIGH MEDIUM
• Prioritize project / enhancements based on risk assessment
• Focus top priority
• Consult & review security & technology roadmaps

Lack support in the 
organization needed to 
implement necessary 
changes 

ISMS not functioning correctly, 
limited benefits from the ISMS 
implementation 

MEDIUM HIGH • Engagement of other departments in scope of a project
• General training & learning

Insufficient ISO 27001 
knowledge among people 
working on the project 

ISMS implemented incorrectly MEDIUM MEDIUM • Additional ISO 27001 trainings

Performing activities that 
incur unnecessary costs and 
waste time

Loss of time/money, missing 
project deadline MEDIUM MEDIUM • Additional ISO 27001 trainings

Selection of too many and/or 
too expensive controls Lost of time/money MEDIUM LOW

• Some ISO training already scheduled, more to come
• People with necessary knowledge appointed to the project

• ISO implementation managed as a project 
(Use 27002/3 as a guide)

• Use ISO27002/SoA as Control Gap 
tool

• ISO implementation managed as a project 
(Use 27002/3 as a guide)



DNV
Screening

PLAN DO CHECK & ACT

27001 / 27002 / 27005 27001 / 2700227002 / 27003

QMS



• Chapter
• Sub section

• Requirements

Requirements Implementation Requirements Implementation Status

0%0% 19%

37%22%

22%

Proportion of ISMS requirements

Unknown Nonexistent Initial Limited

Defined Managed Optimized Not applicable



• Control
• Implementation Guidance
• Other information

Control Implementation Control Implementation Status

0%4%

31%

28%

19%

17% 0%0%

Proportion of information security controls

Unknown Nonexistent Initial Limited

Defined Managed Optimized Not applicable



Done
69%

Almost done 
(Awaiting Sign 

Off)
6%

Awaiting final 
activities

19%

Initial activities
6%

Done

Almost done (Awaiting Sign
Off)

Awaiting final activities

Initial activities

Review & complete Information Security 
Classification document

15%

Review & complete Information Security 
Continuity Plan document

10%

Review & complete Physical and Environmental 
Security document

75%

Management Reviews 75%

Review & complete Performance Evaluation 
Procedure document

75%

Review & complete Supplier Information Security 
Procedure document

75%

Review & complete Secure Development Policy 
document

60%

Review & complete Information Security Incidents 
document

50%

Review & complete Inventory and ownership of 
assets document

99%

Review & complete Supplier IS Questionnaire 
(light) document

99%

Almost Done

Awaiting Final Activities

Initial Activities
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Certified July 2019
2 Maintenance audits

Focus areas helps improvement

”Living It ” vs. Initial certification.....

SCOPE

AUDIT LESSONS LEARNED

Early Corporate Management engagement is key
Use ISO27002 as inspiration and a tool 
Design the project as you would live it (PDCA & ISO2003)
Tailor the scope to specific needs and goals
Compliance a growing factor in sales process
Integrated Risk Management essential
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